Open Source Cybersecurity for the 21st Century
One of the primary functions of any government is to provide for the security of its citizens. The 2010 US National Security Strategy recognizes this by listing "the security of the United States, its citizens, and U.S. allies and partners" as one of America's enduring interests 1 . The other enduring interests are:
A strong, innovative, and growing U.S. economy in an open international economic system that promotes opportunity and prosperity, respect for universal values at home and around the world, and an international order advanced by U.S. leadership that promotes peace, security, and opportunity through stronger cooperation to meet global challenges. 2 In 2011, there were 11.6 million Americans reported to be victims of identity fraud, 3 which is a direct challenge to the security of U.S. citizens and hinders a strong and growing economy. According to President Obama, cybersecurity is one of the "most serious economic and national security challenges we face as a nation." 4 Secretary Napolitano has stated cybersecurity is an issue that influences everyone "from the kitchen table to the classroom, from business transactions to essential government operations and services." 5 Considering most households have home computers and there are enough mobile devices in the world for every living being to have one, cybersecurity is truly a global issue.
Due to the unique nature and global interdependence of cyberspace, traditional methods of security and deterrence are inadequate to defend against cyber threats.
Cybersecurity in the 21st Century requires a new and open approach that incorporates
assets from across the globe. Partnerships among cyberspace stakeholders, public, private, multi-national and non-governmental, will be required to secure the global network for everyone. Open and unregulated principles make the internet powerful, but 2 also make it impractical to secure and strategic response options are inadequate due to the level of anonymity provided to an attacker. A modern, partnership based approach is the most appropriate way to secure the internet, much the same way as a neighborhood watch secures our homes. The Department of Homeland Security should be responsible for implementation, with the Department of Justice charged with domestic enforcement and the Department of Defense responsible for external response/cyber attack.
There are many examples of cyber attacks against the United States. In 2008, the Department of Defense suffered a major compromise of its networks by a malicious code placed on a USB thumb drive. 6 The code infected a U.S. military computer, then uploaded itself and spread across the classified and unclassified networks. Former
Deputy Defense Secretary William J. Lynn III called this event "the most significant breach of U.S. military computers ever" 7 and served as a catalyst to change DOD network security practices and procedures. Unfortunately, cyber attacks do not exclusively target military networks. In September 2012, six major American banks suffered from a denial of service attack preventing customers from accessing their accounts or paying their bills. 8 In both cases, the attack originated from outside of the border of the United States and demonstrated the global reach of the cyber domain.
These two examples show the need for comprehensive security strategy to protect the economic and national security infrastructure of the United States.
Cybersecurity is an incredibly complex issue. First, the cyber domain spans the globe. Malicious actions are no longer constrained by national borders and it can be tough for the targeted nation to respond without violating the sovereignty of the nation where the attack originated. Secondly, cyberspace is relatively anonymous; there are many methods, some much more sophisticated than others, for a determined aggressor to conceal his/her identity. Third, the cost of entry into the cyber domain is relatively cheap. Cybersecurity issues are further complicated through a lack of common understanding. A framework for cyber defense does not yet exist, what constitutes a cyber attack has not been defined, nor have strategic applications of cyberpower been developed. While cyberpower's contribution to national security is not fully developed, potential avenues of strategy include use as an intelligence tool, as the mechanism for an assault, as a method to strengthen traditional hard power components, as a means to undermine an adversary's hard power, and as a tool to bolster or break moral. 9 Critical U.S. industries, such as the telecommunications, energy, and finance depend on cybersecurity in order to operate safely. Minor interruptions can easily create negative effects ranging from the nuisance of the loss of a local ATM to a citywide shutdown of the electric grid. Secretary Panetta has warned a collective attack against critical infrastructures, especially combined with a physical attack on the U.S.
has the potential to become a "cyber Pearl Harbor". 10 As a result, cyber defense has risen to the forefront of security issues. However, due to the revolutionary nature of cyber warfare, and to a lesser extent, 21 st century warfare itself, a new approach is required. The traditional methods of security and deterrence will not be as effective as they were in previous centuries. Modern cyber defense requires a new and open approach which incorporates assets from across the globe. Partnerships amongst cyberspace stakeholders, public, private, multi-national and non-governmental, will be required to secure the global network for everyone.
Two key attributes making the cyber domain unique is it is universally accessible and extremely fast. Societies have competed for land and maritime security for centuries, but traveling any meaningful distance takes days. 20 th century technology created the air and space domains, but even after over 100 years of aviation, specialized equipment and training are required to overcome the natural limits of gravity. While it may take sophisticated equipment and specific skills to dominate cyberspace, the design of the World Wide Web permits access by anyone from almost anywhere in the world.
"The internet was based on the idea there would be multiple independent networks of rather arbitrary design". While all departments of the U.S. government share responsibility for national security, the Departments of Defense and Homeland Security share the lead in defending the homeland against cyber attack. DHS is responsible for domestic cybersecurity through its National Cyber Security Division (NCSD) which "works collaboratively with public, private and international entities to secure cyberspace and America's cyber assets." 16 The NCSD achieves its strategic objectives through the knowledge, it is difficult to know (and promise) the extent of the retaliatory damage. 23 Third, by initiating a retaliatory response, the deterring state exposes the attacker's vulnerability and system administrators have the opportunity to fix it. 24 These critical differences demonstrate key deficiencies of deterrence in the cyber domain.
Deterrence could also be asymmetric by threatening a traditional military response for a cyber attack. Determining a target's vulnerability and recoverability becomes the same calculation applied to deterring traditional threats, and the deterring state has the option of repeating the retaliation as often as necessary to prevent further attacks. However, the need to identify the source of the attack remains unresolved.
Without attribution, imposing costs for aggression will not deter a cyber attack. Since attribution is not required to deny an adversary's objectives, deterrence can contribute to defending the internet, but even with traditional security methods, it is not enough.
A new, open approach to cyber defense is required.
"Open source security is about connecting the international, the interagency, the private-public and lashing it together with strategic communications." 25 Cooperation is the second leg of the cyber stability stool and is arguably the most important for open source cybersecurity. Since the internet travels through the global commons, independent states have a shared responsibility for cyber defense, especially 13 when considering the hardware that makes up the internet resides within sovereign territory. The U.S. strategy for cyberspace advocates this international cooperation and will "… work to create incentives for, and build consensus around, an international environment in which states…work together and act as responsible stakeholders." 27 In addition to working with the international community, cooperating with the private sector is an essential element for securing cyberspace.
Critical industries, such as telecommunications, energy, and finance, have become dependent on feely operating in cyberspace. They are also among the most common targets for cyber attack. to legislate cybersecurity failed because business groups felt it would burden them with mandatory security measures and civil liberty groups believed it would permit spying on internet users. 30 International attempts to increase the regulation of telecommunications through the UN have also recently failed due to fears of increased censorship. 31 These examples demonstrate the futility of reaching global consensus on internet regulation. Implementation will be challenging for many reasons. First, this paper has already discussed existing futile attempts to reach an international consensus regarding cybersecurity. Barring a significant cyber related attack, there is no reason to anticipate a significant change in global opinion. Even if an internationally accepted forum, such as the United Nations, reached an agreement, it would have limited applicability to the private sector.
Franklin Kramer offers an approach the U.S. can take to promote participation.
Recognizing "cybersecurity is inherently a complex environment and it becomes more complex the more entities are involved in decision making" 
